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Table of Hardware and Software. 



System Components 



CPU 



BUS 



MEMORY 



SOFTWARE A 



SOFTWARE B 



FIG. 6 



Table of Operations and Error Types for System Components. 



System Component 


Operations 


Errors 


CPU 


CPU-OpI 


CPU-Errorl 




CPU-0p2 


CPU-Error2 


BUS 


BUS-OpI 


BUS-Errorl 




BUS-Op2 


BUS-Error2 


MEMORY 


MEM-Opl 


MEM-Errorl 




MEM-0p2 


MEM-Error2 


SOFTWARE A 


SWA-Opl 


SWA-Errorl 




SWA-Op2 


SWA-Error2 


SOFTWARE B 


SWB-Opl 


SWB-Errorl 




SWB-Op2 


SWB-Error2 



FIG. 7 



Element Index 


Operations 


Element Index 


Errors 


1 


CPU-OpI 


11 


CPU-Errorl 


2 


CPU-0p2 


12 


CPU-Error2 


3 


BUS-OpI 


13 


BUS-Errorl 


4 


BUS-0p2 


14 


BUS-Error2 


5 


MEM-Opl 


IS 


MEM-Errorl 1 


6 


MEM-Op2 


16 


MEM-Error2 


7 


SWA-Opl 


17 


SWA-Errorl 


8 


SWA-0p2 


18 


SWA-Error2 


9 


SWB-Opl 


19 


SWB-Errorl 


10 


SWB-0p2 


20 


SWB-Error2 



FIG. 8 
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Events. 



Month 


Events 


Number of occurrences 


1 


Ei = (oooflDOflinnnnnnonnnnn) 


200 




F? = (oooooooioiooooonoono) 


40 I 




E3 = (1 000101101011010010 0) 
u — \ \ ,u,u,u, i ,u, i , i ,u, i ,u, i r i ,u, i f u,u, i ,u f u; 


10 




li = (1 000100001011010010 0) 

L* — V 1 ;U,U,U, 1 ,U,U,U,U, 1 ,U, 1 , 1 ,U, 1 ,U,U, 1 ,U,U/ 


7 


2 


E5 = (1 001100001011010000 0) 


150 




Fin = (1 001100001010010000 0) 


30 




E12 = (1 001100001000010000 0) 


10 




E15 = (1 000100001000010000 0) 

LIS — VI,U,U,U,I,U,U,U,U,I,U,U,U,U,I,U,U,U,U,U7 


7 


3 


Eig = (1 010000001000010000 0) 


29 




Ee = (1 01000000101 1010000 0) 

LD — \l ,U, 1 ,U,U,U,U,U,U, I ,U, 1 , 1 ,U, 1 ,U,U,U,U,U/ 


149 




En = (1 101010101001010000 0) 

Lll — VI , 1 ,U, l,U, l,U, 1 ,U, 1 ,U,U, J,U, l,U,U,U,U,UJ 


7 


4 


Er = (1 000000001000011010 0) 

LO — \I,U,U,U,U,U,U,U,U, l,U,lf,U,U v l y l y V v l f U,UJ 


149 




E7 = (1 000000001000010110 0) 

L/ — \I,U,U,U,U,U,U,U,U, l,U,U,U,U,l,U, l,l,U,UJ 


79 




Ea = (1 000000001000010001 0) 


u 




En = (1,0,0,0.0,0,0,0,0.1 ,0.0,0.0.1 .0 0,01 1) 


7 


5 


E.a = (1,0,0,1,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0) 


140 




Eii = (1,0,0,1,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,1) 


25 




Em =(0,0,1,0,1,0,0,1,0,1,0,1,0,0,1,0,0,0,0,0) 


6 


6 


Eii = (0,0,0,0,0,0,0,0,1,1,0,0,0,0,1,0,0,0,0,0) 


139 




E2o = (0,0,1,0,0,0,0,0,1,1,0,0,0,0,1,0,0,0,0,0) 


24 




Eu = (1,0,0,0,0,0,0,0,0,1,0,0,0,0,1,0,1,0,0,0) 


0 




Eii = (1,0,0,0,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0) 


5 



FIG. 9 



Association Rules. 



Association Rule 


Probability (Association Rule 


Probability 


Ei=* Es 


75% 


Es=>El2 


100% 


Es => Eg 


99% 


E12 => En 


70% 


Es => Es 


100% 


En => Es 


85% 


Es => En 


93% 


Ei=»Eh 


100% 


Eu=> El 9 


99% 


Eu =» Ets 


100% 


E2 Eii 


75% 


E4 E15 


100% 


Eio => Ei6 


96% 


Ei 9 => En 


100% 


Ell => E7 


100% 


En => En 


100% 


E? => En 


86% 


Eu => El4 


85% 


En => E20 


96% 


Eh=> En 


83% 



FIG. 10 
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Association Rule 


Probability 


Ei=> Es 


75% 


Es => Es 


99% 



FIG. 11 



Event Sequence 


Probability 


Ei ->E5->E6 


75%*99% = 74% 



FIG. 12 



Event Sequences. 


Event Sequence 


Probability 


Ei — > Ea — > Eb — > Ea — > Ei s — > E19 


69% 


E2 -> Eio — > Eib -> E7 En -> E20 


60% 


E3 — » E12 — > En — > Es — ^ Eh -» E15 


70% 


E4 -> E15 — > E11 -> En — > Eh — » Ete 


71% 



FIG. 13 
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Clusters. 



Month 


Clusters 


Events 


1 


Ci 


Ei = (0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0) 






b = (0,0,0,0,0,0,0,1,0,1,0,0,0,0,0,0,0,0,0,0) 




Ci 


E 3 = (1,0,0,0,1,0,1,1,0,1,0,1,1,0,1,0,0,1,0,0) 






E4 = (1,0,0,0,1,0,0,0,0,1,0,1,1,0,1,0,0,1,0,0) 


2 


Ca 


Es = (1,0,0,1,1,0,0,0,0,1,0,1,1,0,1,0,0,0,0,0) 






Eio = (1,0,0,1,1,0,0,0,0,1,0,1,0,0,1,0,0,0,0,0) 






E.2 = (1,0,0,1,1,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0) 






E.5 = (1,0,0,0,1,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0) 


3 


Cs 


E.e = (1,0,1,0,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0) 






Ee = (1,0,1,0,0,0,0,0,0,1,0,1,1,0,1,0,0,0,0,0) 




Ce 


En = (1,1,0,1,0,1,0,1,0,1,0,0,1,0,1,0,0,0,0,0) 


4 


C7 


Eb = (1,0,0,0,0,0,0,0,0,1,0,0,0,0,1,1,0,1,0,0) 






Et = (1,0,0,0,0,0,0,0,0,1,0,0,0,0,1,0,1,1,0,0) 




Ce 


Ee = (1,0,0,0,0,0,0,0,0,1,0,0,0,0,1,0,0,0,1,0) 






E.3 = (1,0,0,0,0,0,0,0,0,1,0,0,0,0,1,0,0,0,1,1) 


5 


Cs 


E.8 = (1,0,0,1,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0) 






En = (1,0,0,1,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,1) 




Cio 


Em = (0,0,1,0,1,0,0,1,0,1,0,1,0,0,1,0,0,0,0,0) 


6 


Cn 


Eu = (0,0,0,0,0,0,0,0,1,1,0,0,0,0,1,0,0,0,0,0) 






E20 = (0,0,1,0,0,0,0,0,1,1,0,0,0,0,1,0,0,0,0,0) 




Cu 


Eis = (1,0,0,0,0,0,0,0,0,1,0,0,0,0,1,0,1,0,0,0) 






Ei 6 = (1,0,0,0,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0) 



FIG. 14 



Sequences of Clusters. 



Sequence of Clusters 


Probability 


Ci -> C3 -> Cs -> C7 -> Ca -> Cn 


41% 


C2^ C4 -> Cb -> Cs -> Cio -> Cl2 


50% 



FIG. 15 
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71 



PROVIDE EVENT DATASET OF 
EVENTS OCCURRING INN 
SUCCESSIVE TIME INTERVALS 



72 



DEDUCE ASSOCIATION RULES FROM 
THE EVENT DATASET 



73 



GENERATE SEQUENCES OF EVENTS 
FROM THE ASSOCIATION RULES 



74 



FORM CLUSTERS FROM THE 
SEQUENCE OF EVENTS 



75 



CREATE SEQUENCES OF CLUSTERS 



76 



IDENTIFY PROBABLE CAUSE OF 
EVENT(S) IN EVENT DATASET 



77 



PREDICT OCCURRENCE OF EVENT(S) 
FOLLOWING THEN TIME INTERVALS 



FIG. 16 
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90 



94 



MEMORY 
DEVICE 


INPUT ' 
DATA 







92 



91 



INPUT 




PROCESSOR 




OUTPUT 


DEVICE 






DEVICE 




FIG. 17 



